
	POLICY :
	Data Protection Policy

	
	

	DATE OF POLICY:
	July 2007

	
	

	REVIEW DATE:
	July 2008

	
	

	COMPILED BY:
	Angela Gelder 

	
	


CONTENTS

1.
INTRODUCTION

2.
THE POLICY


2.1
Employees Personal Data


2.2
Patient Health Records


2.3
Data Protection

2.4
Disaster Recovery Plan

2.5
Significant Event Reporting


2.6
Staff Awareness and Responsibility

1.
INTRODUCTION
Responsibility for the security of data held is that of the Practice Manager, Angela Gelder on behalf of Dr A V Lee & Partners. The Manager is responsible for the registration with the Data Protection Commissioner and for making sure that the registration details meet both the practices requirements and that of the Data Protection Act 1998 under which the practice holds personal data on patients and employees.

This policy document will form part of staff Contracts of Employment.  The Data Protection Act 1998 (DPA) requires a clear direction on Policy for security of information within the Practice. The policy will provide direction on security against unauthorised access, unlawful processing, and loss or destruction of personal information. The following is a Statement of Policy which will apply.

2.
THE POLICY

2.1
Employees Personal Data

The Practice is committed to security of patient and staff records. Employees have the right to see any data retained on them, but cannot see:
· Details of management planning or forecasting

· Employer intentions in negotiations

Employees do not have the right to see any reference prepared by their current employer, however, their prospective employer is obliged to show the reference if so asked.
2.2 Patient Health Records

The Practice is committed to security of patient health records. Patients have the right to see any data retained on them, however, a GP will refuse to disclose all or part of the health record under certain circumstances i.e. if they are of the view that disclosure would be likely to cause serious harm to the physical or mental health of the patient or any other person. Further details can be found in the Practice Access to Medical Records (DPA) Policy.
The Practice will display a poster in the waiting room explaining to patients the practice policy and how they can request authority to view their health records held at the practice.
2.3
Data Protection

The Practice will take steps to ensure that individual patient information is not deliberately or accidentally released or (by default) made available or accessible to a third party without the patient’s consent, unless otherwise legally compliant. This will include training on Confidentiality issues, working security procedures, and the application of Best Practice in the workplace. 

See Polices:

-
Access to Medical Records (DPA) Policy
-
Computer and Data Security Procedures

-
Confidentiality Policy 

-
Computer, Internet, E-mail & Fax Usage Policy

This will also include following the DPA Eight Principles:

1. Data Processed Fairly and Lawfully

2. Data obtained for specified and lawful purposes

3. Data shall be adequate, relevant and not excessive

4. Data shall be accurate and kept up to date

5. Data shall not be kept longer than is necessary 

6. Data shall be processed in accordance with data subjects rights

7. Data shall be processed securely
8. Data shall not be transferred to country or territory outside the EEC
2.4  
Disaster Recovery Plan

The Practice will undertake prudence in the use of, and testing of, arrangements for the backup and recovery of data in the event of an adverse event.

2.5
Significant Event Reporting

The Practice will maintain a system of “Significant Event Reporting” through a no-blame culture to capture and address incidents which threaten compliance.

2.6
Staff Awareness and Responsibility
Specific instructions will be documented in specific policies and protocols relating to Data Protection Act and will be promoted to all staff. Staff must be clear and adhere to all guidelines.
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