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1.
INTRODUCTION
There is a statutory and contractual obligation on practices under the new GMS contract to have in place a written procedure for the transfer electronically of patient data. The purpose of this policy is to define circumstances in which this takes place within the practice and the administrative and security procedures which will apply.

For the purposes of this, electronic transmission is defined as:
· Email

· Fax

· Pathology Test Results

· Out of Hours transmissions (OOH)

The overriding standard applicable to each of these is the Data Protection Act 1998.
2.
EMAIL
Patient identifiable information will not generally be sent by e mail. It is acceptable for patient identifiable information to be sent by e mail providing it is wholly within the NHS NET system.

Where, in the interests of expedience, an e-mail with or without attachments must be used to provide information, texts, images or other identifiable sections must be removed prior to dispatch. 
In these circumstances the recipient will be contacted by telephone to advise them that the e mail will be sent, and they will be informed verbally of the identity of the patient along with any relevant personal detail. The de-personalised items may then be e mailed.
Care will be taken to ensure that minor errors in the e mail address used do not result in an inappropriately or incorrectly addressed e mail.

2.1
E-Mail Guidelines

Detailed below are best practice guidelines and conventions in the use and management of email communications:
· Email communication should be efficient (quick, accurate and convenient) but if used without a simple structured approach it can be just the opposite. 
· When using email for non-social communication there are some basic but important considerations: 

2.1.1
Is it just a short statement/enquiry or is it a more substantial message/report?

· Brief messages, questions or responses are ideal for emailing.

· With longer document it may be better to send as an attachment that can be easily saved/filed by recipients. Attached documents should be sent RTF format (“*.rtf” as opposed to “*.doc”) as this is much less likely to allow viruses to be carried and it can be read by different applications. 

2.1.2
What is the priority?

· Routine information can be readily sent by courier/post which will help avoid over-use of email which can detract from its usefulness.

· Information requiring more immediate response/action lends itself to email or fax.

2.1.3
What is the subject?

· A relevant email subject heading is essential and should be a clear concise indication of email content.

· It is preferable, even with brief emails, to assign a subject heading. 

2.1.4
Who needs to know for reply or action and who just for information?

· “To:” addressees have responsibility to reply or act upon the content.

· “Cc:” addressees are purely for information and have no responsibility to reply/respond.

· It is important that all addressees can clearly see who sent the email and to whom. “Bcc:” addressees should be used sparingly.

2.1.5
Reply or Forward buttons should be used carefully:

· Keep message relevant to subject heading.

· Restrict number of to-ings and fro-ings, generally once or twice is enough. The sense and relevance can soon become obscured/confused by too many back and forth emails.

· When forwarding it is often a good idea to add brief first line of text that explains why it is being forwarded and to whom.

2.1.6
Housekeeping of your email application:

· Inboxes, Outboxes, Sent Items, Deleted Items should be kept tidy.

· When any email is actioned then move from Inbox to deleted box or folder.

· Do a weekly/monthly monitor and clear out of Outboxes, Sent Items and Deleted Items.

2.1.7
Accuracy of email addresses:

· Accuracy of spelling, syntax and domain is of paramount importance.

· One letter wrong and email could go astray – even outside NHS net. 

2.1.8
Disclaimer

When sending an e-mail with patient identifiable data the following disclaimer must be included: 

IMPORTANT INFORMATION

The contents of this e-mail are confidential and protected by copyright.  The email is intended for the named addressee only. If you are not the named addressee (or a person acting on behalf of and with the authority of the addressee) and have received this e-mail by mistake any copying, disclosure or dissemination of the contents of this e-mail to any third party is strictly forbidden by the sender. 

If you have received this e-mail in error, please contact the sender immediately by return of e-mail (xxx@xxxxx.xxx.xx) and then delete this e-mail and destroy any copies thereof. Please also note that Dr Lee & Partners endeavors at all times to keep its network free of viruses. You should, however, scan this e-mail and any attachments to it for any viruses. 

Dr Lee & Partners will not be held responsible for any viruses which may be transmitted upon receipt of this e-mail or the opening of any attachment thereto. Unless otherwise stated, any views or opinions presented are solely those of the author and do not necessarily represent those of Dr Lee & Partners. Emails may be monitored.
3.
FAX
It is acceptable for personal data to be transmitted by fax.

Although fax transmissions are not normally specifically electronic in nature when sent via a fax machine (they are similar to telephone calls) it is also possible for faxes to be sent directly from a PC, or to be sent from an ordinary fax machine directly into a recipients PC. In the latter scenario the sender will not be aware that the image will become data on receipt, and accessible via a computer screen.

When faxing patient identifiable data to an individual or a department for the first time the sender will determine whether the recipient has a traditional fax machine or a PC based fax system.

When sending patient identifiable data between 2 traditional fax machines the sender will ensure that the intended recipient is available to receive the data.

When sending information to a PC based system the sender will telephone the recipient to ensure that the person is logged on and available to receive the fax. This will avoid essential information being stored while the recipient is not present/on leave etc.

If in doubt, the recipient will be telephoned to ensure that the fax has been received. 

3.1
Disclaimer

When faxing patient identifiable data the details must be accompanied by a fax header sheet which details the following disclaimer.

IMPORTANT INFORMATION

The information in this fax is confidential and may be subject to legal professional privilege.  It is intended solely for the attention and use of the named addressee(s).  If you are not the intended recipient, please notify the sender immediately.  Unless you are the intended recipient or his/her representative you are not authorised to, and must not, read, disclose copy, distribute, use or retain this message or any part of it.

4.
PATHOLOGY/TEST RESULTS
All results are transmitted to the practice via the clinical system pathology link.

All Clinicians with a pathology inbox are responsible for viewing the results on a daily basis. In his / her absence the other clinicians at the site will be responsible for the re-allocation of results to alternative clinicians in the event of clinician absences.

The reviewing clinician will identify any patient related action required.

The clinician(s) will check for any unmatched patients or unmatched doctors daily. If the result cannot be matched manually they will print off the result and return it to the pathology department advising that the practice is unable to trace the patient.
The pathology department will be contacted regarding any missing results or interchanges by the Team Leader at each site.

The clinicians will notify reception by means of completing the Action Required field on the result.
All receptionists are responsible for checking the Filed Pathology Reports Search to ensure all action results created by the Clinicians are appropriately dealt with. Results will not be removed from this search until all actions are completed.
All patient related reports will be dealt with on the day of receipt.

Individual clinicians will append comments to the results and file as a consultation into the clinical patient record.

5.
OUT OF HOURS TRANSMISSIONS (OOH)
Information regarding out of hours visits, deaths, hospital admissions or the need for urgent follow-up are faxed emailed daily to West Lodge surgery by the Out-of-Hours service.

Karen O’Donoghue will check for any OOH consultations requesting an urgent doctors appointment and will inform the reception team at the relevant site that the patient is to be contacted and an appointment provided that morning.

Hilary Glover – Team Leader is responsible for viewing the transmissions. In the event of absence Julie Greenwood will take the role as deputy.

The Team Leader or Deputy will create a consultation record, and record the data within the patient record on the clinical system.

5.1
Call Handling
Calls are handled by the Out-of-Hours service from 6.00pm – 8.00am on weekdays, and at weekends and Bank Holidays.  The telephone number is 0845 120 7066.
This number is available in the practice leaflet, the practice website and various signs in and around the surgery.   

Patients who contact the surgery out of hours will hear a recorded message advising them to contact this number as follows:

The following message will be recorded on the Practice answer-phone and will be reached by any patient calling the Practice number outside Practice opening hours.

5.1.1
West Lodge Surgery

“You have reached West Lodge Surgery.  The surgery is now closed.  If you need urgent advice or treatment when our Practice is closed please call Local Care Direct  on 0845 120 7066.  I repeat 0845 120 7066. Alternatively you may telephone NHS Direct on 0845 4647, I repeat 0845 4647.

Please note calls to these numbers are recorded. If your call is not urgent, please ring back when the surgery is open, between 8.00am – 6.00pm, Monday to Friday.”
5.1.2
Glenlea Surgery

“You have reached Glenlea Surgery.  The surgery is now closed.  If you need urgent advice or treatment when our Practice is closed please call Local Care Direct  on 0845 120 7066.  I repeat 0845 120 7066. Alternatively you may telephone NHS Direct on 0845 4647, I repeat 0845 4647.

Please note calls to these numbers are recorded. If your call is not urgent, please ring back when the surgery is open, between 8.00am – 6.00pm, Monday to Friday.”

5.1.3
Calverley Surgery

“You have reached Calverley Surgery.  The surgery is now closed.  If you need urgent advice or treatment when our Practice is closed please call Local Care Direct  on 0845 120 7066.  I repeat 0845 120 7066. Alternatively you may telephone NHS Direct on 0845 4647, I repeat 0845 4647.

Please note calls to these numbers are recorded. If your call is not urgent, please ring back when the surgery is open, between 8.00am – 6.00pm, Monday to Friday.”

6.
TERMINAL CARE
Details of the management of any terminally ill patients will be forwarded to the Out-of-Hours service as a matter of routine.  

This will normally be done by the patient’s usual or current visiting GP on a Palliative Care Handover form.  This is faxed to the Out-of-Hours provider before the practice hands over to the service at the end of the day.

As a matter of routine, the Out-of-Hours service number is specifically made known to patients receiving palliative care.

6.1
Procedure

· Enter the patient detail onto the Palliative Care Register on the clinical system at the time of diagnosis. 

· Complete a handover form and attach into the patient record as a scanned image. See Appendix 1.  
· After a GP review, fax the form through to the OOH service on 01484 487299 when one or more of the following conditions apply:

· When symptomatic metastases have been diagnosed

· When condition has significantly deteriorated

· When patient is under the care of Specialist Palliative Care

· When level six (continuing care / end of life funding is accessed)

· When there is a significant level of support needed by family and District Nurse input

· If patient has a syringe driver in situ

· When a patient has expressed a wish to die at home

The clinician(s) responsible for the maintenance of the Supportive Care Register and for updating the system is Lesley Bratt – Nurse Practitioner and Dr Will Bolland.  They will ensure that the register is maintained up to date and in particular will present the register at monthly multi-disciplinary team meetings at which time each patient on the register will be discussed by practice and community clinicians, updating the OOH service as appropriate, in order to ensure best possible continuity of care. 

6.2 
APPENDIX 1 - PALLIATIVE CARE HANDOVER FORM
	FAX SEND TO:  LOCAL CARE DIRECT
	FAX NO:  01484 487299

	FROM:          

	DATE:

	GP SIGNATURE:

GP NAME (PRINT):
	PATIENT CONSENT TO SHARING INFORMATION?

                                    YES  /  NO


	PATIENT DETAILS


	NAME:


	

	DOB:


	

	ADDRESS:

	

	HOME TELEPHONE:


	


	CARERS DETAILS


	NAME:


	

	RELATIONSHIP TO PATIENT:


	

	TELEPHONE:


	

	Is this patient known to the District Nursing team?


	Yes:
	No:

	Diagnosis:

	Complicating Conditions / Site of Secondary:



	Current Medication (Attach sheet if necessary)

	Anticipatory Drugs (PRINT)

Left in home where appropriate e.g. in terminal stage.


	Symptom Control Plan In Place?      YES  /  NO

	Preferred Place of Care:   Home  / Hospice  / Hospital 



	ADDITIONAL INFORMATION


	Current Hospital Treatment e.g. chemo/RT


	

	Palliative Care Service/Hospice involved


	

	Hospital Unit/Consultant Involved


	

	District Nurse Visiting (Name)


	

	Resuscitation Status:


	

	SPECIFIC REQUEST - PLEASE NOTIFY GP IF :



	Under any circumstances
	
	Proposed Admission
	
	Any change in medication
	
	

	
	
	
	
	
	
	

	Following a Visit
	
	Before a Visit
	
	
	
	

	
	
	
	
	
	
	

	Contact Telephone Numbers
	
	
	
	
	
	

	
	
	
	
	
	
	


IMPORTANT INFORMATION

The information in this fax is confidential and may be subject to legal professional privilege.  It is intended solely for the attention and use of the named addressee(s).  If you are not the intended recipient, please notify the sender immediately.  Unless you are the intended recipient or his/her representative you are not authorised to, and must not, read, disclose copy, distribute, use or retain this message or any part of it.
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